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Safe Harbor Statement 

The following is intended to outline our general product direction. It is intended for 
information purposes only, and may not be incorporated into any contract. It is not a 
commitment to deliver any material, code, or functionality, and should not be relied upon 
in making purchasing decisions. The development, release, and timing of any features or 
ŦǳƴŎǘƛƻƴŀƭƛǘȅ ŘŜǎŎǊƛōŜŘ ŦƻǊ hǊŀŎƭŜΩǎ ǇǊƻŘǳŎǘǎ ǊŜƳŀƛƴǎ ŀǘ ǘƘŜ ǎƻƭŜ ŘƛǎŎǊŜǘƛƻƴ ƻŦ hǊŀŎƭŜΦ 
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43% 
of companies have experienced a 
data breach in the past year. 
Source: Ponemon Institute, 2014 
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Mega Breaches 

552 Million identities 
exposed in 2013.  493% 
increase over previous year 77% 

Web sites with vulnerabilities. 
1-in-8 of all websites had a 
critical vulnerability.  

8 
Breaches that exposed 
more than 10 million 
records in 2013. 

Total Breaches increased 
62% in 2013   
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Source: Internet Security Threat Report 2014, Symantec 

Note DBIR 2015 should 
be coming out soon I 
think ς so we can pull 
2014 numbers maybe 
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ÅPoor Configurations 

ïSet controls and change default setting 

ÅOver Privileged Accounts 

ïPrivilege Policies 

ÅWeak Access Control 
ïDedicated Administrative Accounts 

ÅWeak Authentication 

ïStrong Password Enforcement 

ÅWeak Auditing 

ïCompliance & Audit Policies 

 

ÅLack of Encryption 

ïData, Back, & Network Encryption 

ÅProper Credential or Key Management 

ïUse mysql_config_editor , Key Vaults 

ÅUnsecured Backups 
ïEncrypted Backups 

ÅNo Monitoring 

ïSecurity Monitoring, Users, Objects 

ÅPoorly Coded Applications 

ïDatabase Firewall 

 5 

Database Vulnerabilities 
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Database Attacks  

ÅSQL Injection 

ïPrevention: DB Firewall, White List, Input Validation 

ÅBuffer Overflow 

ïPrevention: Frequently apply Database Software updates, DB Firewall, White List, Input Validation   

ÅBrute Force Attack 

ïPrevention: lock out accounts after a defined number of incorrect attempts. 

ÅNetwork Eavesdropping 

ïPrevention: Require SSL/TLS for all Connections and Transport 

ÅMalware  

ïPrevention: Tight Access Controls, Limited Network IP access,  Change default settings 
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Regulatory Compliance 

ÅRegulations 

ïPCI ς DSS: Payment Card Data 

ïHIPAA: Privacy of Health Data 

ïSarbanes Oxley: Accuracy of Financial Data 

ïEU Data Protection Directive: Protection of Personal Data 

ïData Protection Act (UK): Protection of Personal Data 

ÅRequirements 

ïContinuous Monitoring (Users, Schema, Backups, etc) 

ïData Protection (Encryption, Privilege Management, etc.) 

ïData Retention (Backups, User Activity, etc.) 

ïData Auditing (User activity, etc.) 
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MySQL Security Overview 
Authentication 

Authorization 

Encryption 

Firewall 

MySQL Security 

Auditing 
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Block Threats 

Auditing 

Regulatory Compliance 

Login and Query Activities 

SSL/TLS  

Public Key  

Private Key  

Digital Signatures 

Privilege Management 

Administration 

Database & Objects 

Proxy Users 

MySQL  

Linux / LDAP 

Windows AD 

Custom 
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MySQL Security Overview 

Authorization    Authentication  

Firewall &  
Auditing 

Encryption 

 
Security 
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MySQL Authorization 

ÅAdministrative Privileges 

ÅDatabase Privileges 

ÅSession Limits and Object Privileges 

ÅFine grained controls over user privileges  

ïCreating, altering and deleting databases  

ïCreating, altering and deleting tables  

ïExecute INSERT, SELECT, UPDATE, DELETE queries  

ïCreate, execute, or delete stored procedures and with what rights 

ïCreate or delete indexes 
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Security Privilege Management in MySQL Workbench 
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MySQL Privilege Management Grant Tables 

tables_priv 

ÅTable level privileges 

ÅTable and columns 

db 

ÅDatabase Level Privileges 

ÅDatabase, Tables, Objects  

ÅUser and host 

user 

ÅUser Accounts 

ÅGlobal Privileges 

proxies_priv 

ÅProxy Users 

ÅProxy Privileges 

procs_priv 

ÅStored Procedures 

ÅFunctions 

ÅSingle function privilege  

columns_priv 

ÅSpecific columns 
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MySQL Authentication 

ÅBuilt in Authentication 

ïuser table stores users and encrypted passwords 

ÅX.509 

ïServer authenticates client certificates 

ÅMySQL Native, SHA 256 Password plugin 

ïNative uses SHA1 or plugin with SHA-256 hashing and per user salting for user account passwords. 

ÅMySQL Enterprise Authentication 

ïMicrosoft Active Directory 

ïLinux PAMs (Pluggable Authentication Modules) 

ÅSupport LDAP and more 

ÅCustom Authentication 
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MySQL Password Policies 

ÅAccounts without Passwords 

ïAssign passwords to all accounts to prevent unauthorized use 

ÅPassword Validation Plugin 

ïEnforce Strong Passwords 

ÅPassword Expiration/Rotation 
ïRequire users to reset their password 

ÅAccount lockout (in v. 5.7) 
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MySQL Encryption 

ÅSSL/TLS Encryption 

ïBetween MySQL clients and Server 

ïReplication: Between Master & Slave 

ÅData Encryption 
ïAES Encrypt/Decrypt 
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ÅMySQL Enterprise Encryption 

ïAsymmetric Encrypt/Decrypt 

ïGenerate Public Key and Private Keys 

ïDerive Session Keys 

ïDigital Signatures 

ÅMySQL Enterprise Backup 

ïAES Encrypt/Decrypt 
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Database Firewall 

ÅSQL Injection: #1 Web Application Vulnerability 

ï77% of Web Sites had vulnerabilities 

ï1 in 8 critical vulnerabilities 

ÅMySQL Enterprise Firewall 
ïMonitor database statements in real-time 

ïAutomatic White List άǊǳƭŜǎέ ƎŜƴŜǊŀǘƛƻƴ for any application 

ïOut of policy database transactions detected and blocked 
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Database Auditing 

ÅAuditing for Security & Compliance 
ïFIPS, HIPAA, PCI-5{{Σ {h·Σ 5L{! {¢LDΣ Χ 

ÅMySQL built-in logging infrastructure: 
ïgeneral log, error log 

ÅMySQL Enterprise Audit 
ïGranularity made for auditing 

ïCan be modified live 

ïContains additional details 

ïCompatible with Oracle Audit Vault. 
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MySQL Database Hardening 

User Management 

ÅRemove Extra Accounts 

ÅGrant Minimal Privileges  

ÅAudit users and privileges 

Configuration 

ÅFirewall 

ÅAuditing and Logging 

ÅLimit Network Access 

ÅMonitor changes 

Installation 

ÅMysql_secure_installation 

ÅKeep MySQL up to date 

ÅMySQL Installer for Windows 

ÅYum/Apt Repository 

 

Backups 

ÅMonitor Backups 

ÅEncrypt Backups 

Encryption 

ÅSSL/TLS for Secure 
Connections 

ÅData Encryption (AES, RSA) 

Passwords 

ÅStrong Password Policy 

ÅHashing, Expiration 

ÅPassword Validation Plugin 
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MySQL Enterprise Edition 
ÅMySQL Enterprise Authentication 

ïExternal Authentication Modules 
ÅMicrosoft AD, Linux PAMs 

ÅMySQL Enterprise Encryption 

ïPublic/Private Key Cryptography 

ïAsymmetric Encryption 

ïDigital Signatures, Data Validation 

ÅMySQL Enterprise Firewall 

ïQuery Monitoring, White List Matching,  

ÅMySQL Enterprise Audit 

ïUser Activity Auditing, Regulatory Compliance  
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ÅMySQL Enterprise Monitor 

ïChanges in Database Configurations, Users 
Permissions, Database Schema, Passwords 

ÅMySQL Enterprise Backup  

ïSecuring Backups, AES 256 encryption 
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MySQL Enterprise Monitor 

ÅEnforce MySQL Security Best Practices 

ïIdentifies Vulnerabilties 

ïAssesses current setup against security hardening policies 

ÅMonitoring & Alerting 

ïUser Monitoring 

ïPassword Monitoring 

ïSchema Change Monitoring 

ïBackup Monitoring 

ïConfiguration Management 

ïConfiguration Tuning Advice 

ÅCentralized User Management 

19 

"I definitely recommend the MySQL Enterprise 
Monitor to DBAs who don't have a ton of MySQL 
experience. It makes monitoring MySQL security, 
performance and availability very easy to 
ǳƴŘŜǊǎǘŀƴŘ ŀƴŘ ǘƻ ŀŎǘ ƻƴΦέ 

Sandi Barr 
Sr. Software Engineer 

Schneider Electric 
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Oracle Enterprise Manager for MySQL 
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Performance 
Security 

Availability 

ÅAvailability monitoring 

ÅPerformance monitoring 

ÅConfiguration monitoring 

ÅAll available metrics collected 

ïAllowing for custom threshold 
based incident reports 

ÅMySQL auto-detection  
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MySQL Enterprise Firewall 

ÅReal Time Protection 

ïQueries analyzed and matched against White List 

ÅBlocks SQL Injection Attacks 

ïPositive Security Model 

ÅBlock Suspicious Traffic 
ïOut of Policy Transactions detected & blocked 

ÅLearns White List  

ïAutomated creation of approved list of SQL command patterns on a per user basis 

ÅTransparent 

ïNo changes to application required 
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MySQL  Enterprise Firewall monitoring 


