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Safe Harbor Statement

The following is intended to outline our general product direction. It is intended for
iInformation purposes only, and may not be incorporated into any contract. It is not a
commitment to deliver any material, code, or functionality, and should not be relied upo
In making purchasing decisions. The development, release, and timing of any features
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of companies have experienced a
/ data breach in the pastear.
O SourcePonemoninstitute, 2014
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Note DBIR 2015 shoulg
be coming out soon |

Mega BreaChes think ¢ so we can pull

ORACLE

2014 numbers maybe

552 Millionidentities Web sites with vulnerabllities
exposed in 2013. 493% 7 70/ 1-in-8 of all websites had a
Increase over previous year O critical vulnerability.

Breaches that exposed
more than 10 million
records in 2013.

Total Breaches increased
62% in 2013

Source: Internet Security Threat Report 2014, Symantec
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Database Vulnerabilities

APoor Configurations ALack ofEncryption

| Set controls and changeefault setting 1T Data, Back, & Network Encryption
AOver Privileged Accounts AProper Credential or Key Managemer

I Privilege Policies I Usemysgl _config_editor Key Vaults
AWeak Access Control AUnsecuredBackups

I Dedicated Administrative Accounts I Encrypted Backups
AWeak Authentication ANo Monitoring

I Strong Password Enforcement | Security Monitoring, Users, Objects
AWeak Auditing APoorly Coded\pplications

I Compliance & Audit Policies | Database Firewall
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Database Attacks
ASQL Injection

I Prevention: DB-irewall,White List,Input Validation

ABuffer Overflow
I Prevention: Frequently apply Database Software updates, DB Firewall, White List, Input Validation

ABrute Force Attack
I Prevention: loclout accounts after aefined number of incorrect attempts.

ANetwork Eavesdropping
I Prevention: Require SSL/TLS for all Connections and Transport

AMalware
I Prevention: Tight Access Controls, Limited Network IP access, Change default settings
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Reqgulatory Compliance

ARegulations
I PCk DSS: Payment Card Data
I HIPAA: Privacy of Health Data
I Sarbanes Oxley: Accuracy of Financial Data
I EU Data Protection Directive: Protection of Personal Data
I Data Protection Act (UK): Protection of Personal Data

ARequirements
I Continuous Monitoring (Users, Schema, Backeafu3,
I Data Protection (Encryption, Privilege Management,)etc.
I Data Retention (Backups, User Activity, etc.)
I Data Auditing (User activity, etc.)
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MySQL Security Overview

MySQL Security
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MySQL Security Overview

MySQL Privilege Management
Linux / LDAP Administration
Windows AD Authentication Il LNilell) Database & Objectg
Custom m Proxy Users
MySQL.
Security
SSL/TLS Block Threats
Public Key FXSS??L:;‘ Auditing
Private Key Regulatory Compliance
Digital Signatures Login and Query Activities
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MySQL Authorization

AAdministrative Privileges
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ADatabase Privileges

Security Privilege Management in MySQL Workbench

ASession Limits and Object Privileges

AFine grained controleveruserprivileges
I Qreating, altering and deleting databases
I Qreating, altering and deleting tables
I ExecuteINSERT, SELECT, UPDATE, DELETE queries
I Qreate, execute, or delete stored procedurand with what rights
I Create omeleteindexes
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MySQL Privilege Management Grant Tables

A User Accounts
A Global Privileges

A Database Level Privileges
A Database, Tables, Objects
A User and host

A Table level privileges
A Table and columns

A Specific columns

A Stored Procedures
A Functions

A Single function privilege

A Proxy Users
A Proxy Privileges
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MySQL Authentication

ABuilt in Authentication
I user table stores users and encrypted passwords

AX.509

I Server authenticates client certificates

AMySQL Native, SHA 256 Passwaudjin

I Native uses SHA1L phluginwith SHA256 hashingand per user salting farser account passwords

AMySQL Enterprise Authentication

I Microsoft Active Directory

I Linux PAMs (Pluggable Authentication Modules)
A Support LDAP and more

ACustom Authentication
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MySQL Password Policies

AAccounts without Passwords
I Assign passwords to all accounts to prevent unauthorized use

APassword Validation Plugin
i Enforce Strong Passwords

APassword Expiration/Rotation
I Requireusers to reset theipassword

AAccount lockout (in v. 5.7)
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Copyright ©2014 Oracle and/or its affiliates. All rights reserved.

13



MySQL Encryption

ASSL/TLS Encryption AMySQL Enterprise Encryption

I BetweenMySQL clientand Server I Asymmetric Encrypt/Decrypt

I Replication: Between Master & Slave I Generate Public Keand Private Keys
AData Encrypuon I Derive Session KeyS

i AES Encrypt/Decrypt I Digital Signatures

AMySQL Enterprise Backup
I AES Encrypt/Decrypt
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Database Firewall

ASQL Injection: #1 Web Application Vulnerability
I 77% of Web Sites had vulnerabilities
I 1 in 8 critical vulnerabilities

AMySQL Enterprise Firewall
I Monitor database statements in retime
i Automatic White Lisét Nzt S & ¢ fa Sny Sphlication 2 v
I Out of policy database transactions detected and blocked
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Database Auditing

AAuditing for Security & Compliance
[FIPS,HPAA/PEf {Z {h-Z 5L{! {¢LDZ X

AMySQL builin logging infrastructure:

I general log, errolog

AMySQL Enterpris@udit
I Granularity made foauditing
I Can be modifiedive
I Contains additionalletalls
I Compatible with Oracle Audit Vault.

ORACLE
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MySQL Database Hardening

A Mysqgl_secure_installation
A Keep MySQL up to date
A MySQL Installer for Windows

A Yum/Apt Repository

A Firewall
A Auditing and Logging

A Limit Network Access

A Monitor changes

A Remove Extra Accounts
A Grant Minimal Privileges

A Audit users angbrivileges

A StrongPassword Policy
A Hashing, Expiration

A Password Validation Plugin

A SSL/TLS for Secure
Connections

A Data Encryption (AES, RSA)

A Monitor Backups

A Encrypt Backups

ORACLE
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MySQL Enterprise Edition

A MySQLEnterpriseAuthentication

I External Authentication Modules
A Microsoft AD, Linux PAMs

A MySQL EnterprisEncryption
I Public/Private Key Cryptography
I Asymmetric Encryption
I Digital Signatures, Data Validation

A MySQL EnterprisEirewall

I Query Monitoring, White List Matching,

A MySQL EnterprisAudit
I User Activity Auditing, Regulatory Compliance

ORACLE

A MySQL Enterprisklonitor

I Changes in Database Configurations, Users
Permissions, Database Schema, Passwords

A MySQL EnterprisBackup
I Securing Backups, AES 256 encryption
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MySQL Enterprisklonitor

A Enforce MySQL Security Best Practices
.
I Assesses current setup against security hardening poli

IdentifiesVVulnerabilties

A Monitoring & Alerting

User Monitoring

Password Monitoring
Schema Change Monitoring
Backup Monitoring
ConfiguratiorManagement
Configuration Tuning Advice

A Centralized User Management

ORACLE
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Configured: 30 of 30

~ Account Has An Overly Broad Host Specifier

~ Account Has Global Privileges

~ Account Has Old Insecure Password Hash

~ Account Has Strong MySQL Privileges

~ Account Requires Unavailable Authentication Plugins

~ Insecure Password Authentication Option Is Enabled

~ Insecure Password Generation Option Is Enabled

~ LOCAL Option Of LOAD DATA Statement Is Enabled

~ Non-Authorized User Has DB, Table, Or Index Privileges On All Databases
~ Non-Authorized User Has GRANT Privileges On All Databases

~ Non-Authorized User Has Server Admin Privileges

~ Policy-Based Password Validation Does Not Perform Dictionary Checks
~ Policy-Based Password Validation Is Weak

~ Policy-Based Password Validation Not Enabled

~ Privilege Alterations Detected: Privileges Granted

~ Privilege Alterations Detected: Privileges Revoked

~ Privilege Alterations Have Been Detected

~ Root Account Can Login Remotely

~ Root Account Without Password

~ SHA-256 Password Authentication Not Enabled

~ Server Contains Default “test” Database

Info

Coverage Schedule Event Handling Parameters
100% (103/103) (& 5m Qo =2 R0 e
100% (1031103) (& 5m Qo w2 @o [
100% (103/103) (& 6h Qo L2 o AT
100% (103/103) @ 5m Qo w2 o [
100% (1031103) (= 6h Q1 L3 @0 o
100% (103/103) (& 6h Qo w2 @0 £ "ON"
100% (103/103) (= 6h Qo 2 @0 a1
100% (103/103) & 5m 0 & "ON"

Qo w2 @

Problem Description

When users create weak passwords (e.g. ‘password' or ‘abed’) it compromises the security of the server,
making it easier for unauthorized people to guess the password and gain access to the server. Starting
with MySQL Server 5.6, MySQL offers the ‘validate_password' plugin that can be used to test passwords
and improve security. With this plugin you can implement and enforce a policy for password strength
(e.g- passwords must be at least 8 characters long, have both lowercase and uppercase letters, and
contain at least one special nonalphanumeric character).

Links and Further Reading

MySQL Manual: The Password Validation Plugin

MySQL Manual: Keeping Passwords Secure
Blog: New 5.6 password verification plugin (and impacts to PASSWORD() function)
Biog: Implementing a password policy in MySQL

Expression

%status% == "ACTIVE" && %validate_password_policy% == THRESHOLD
100% (103/103) (& 5m Qo 2 Ao @o
100% (103/103) (& 5m Q1 3 B9 Qo
100% (103/103) (& 6h Qo w2 Mo 4 "ACTIVE"
100% (103103) (& 5m Qo 3 ®o A “test”
annms sanmisnns = -~ - - -

"l definitely recommend the MySQL Enterprise
Monitor to DBAsvho don't have a ton of MySQL
experience. It makes monitoring MySQL security,
performance and availability very easy to
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Oracle Enterprise Manager fityS

AAvailability monitoring
APerformance monitoring
AConfiguration monitoring

AAIl available metrics collectec
I Allowing for custom threshold

based incident reports
AMySQlauto-detection
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Enterprise Manager Cloud Control 12¢

3 Enterprise v () Targets v g Favorites v (@ History ~

& etools-jira:33309#1 @
B MySQL Datzbase =

Availability History (Last 7 Days)

100.0%

Aug 20, 2014 7:20 am CEST Aug 27, 2014 7:20 am CEST

Configuration Summary

Host tyrd1
Version  5.5.14-log
TCP/IP Port 33309

UNIX Socket /tmp/mysql-5.5.50ck
Base Directory /export/home3/etools/mysql-servers/mysgl-5.5
Data Directory /export/F mysql-ser ysql-5.5/
Temp Directory  /tmp

Up Since  Aug 13, 2014 8:08 pm CEST
Monitored By  emec.example.com: 3872

Incidents and Problems

L

‘Connections

20
14

8
2
Aug 27, 6:22:00 am Aug 27, 6:36:00 am Aug 27, 6:50:00 am Aug 27, 7:04:00 am

Transaction Activity
8|
12
6
a

Aug 27, 6:24:00 am Aug 27, 6:36:00 am Aug 27, 6:48:00 am Aug 27, 7:00:00 am
Row Activity
40000

20000

1]
Aug 27, 6:23:00 am Aug 27, 6:35:00 am Aug 27, 6:47:00 am Aug 27, 6:59:00 am

* Target [ Local target and related targets [v| * Category [y v @0 @0 Ao P

Summary Target

Severity Status Escalation level

Search Target Name

] emec.example.com
Page Refreshed Aug 27, 2014 7:20:16 AM CEST 0

Response Time (ms)
1280 |
1200
1120

1040
Aug 27, 6:25:00 am Aug 27, 6:37:00 am Aug 27, 6:49:00 am Aug 27, 7:01:00 am

Statement Activity
W——_——'—‘_\_
1200
600
0!

Aug 27, 6:25:00 am Aug 27, 6:37:00 am Aug 27, 6:49:00 am Aug 27, 7:01:00 am
InnoDB Buffer Pool Usage (pages)

35746

W Buffer Pool Pages Data (72.7%)
M Buffer Pool Pages Dirty (0%)

W Buffer Pool Pages Free (25.3%)
W Buffer Pool Pages Misc (1.9%)

955

12450

Type Time Since Last Update
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MySQL Enterpriseirewall

AReal TiméProtection
I Queries analyzed and matched against Whit

ABlocks SQL Injection Attacks
I Positive Securitivodel

ABIOCk SUSp|C|OUS Traﬂ:lc MySQL Enterprise Firewall monitoring
I Out of Policy Transactions detected & blocked

ALearns White List
I Automated creation of approved list of SQL command patterns on a per user basis

ATransparent
I No changes to application required
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